INFORMATION SYSTEMS SECURITY PROGRAM MANAGEMENT
FISMA / NIST
REFERENCE SECTION
VERSION 1

LAST UPDATE 2/22/10

MODULE 1
INTRODUCTION TO INFORMATION SECURITY MANAGEMENT
INTRODUCTION TO INFORMATION SYSTEMS SECURITY MANAGEMENT

REVIEW

Presentation: Information Security Governance.pdf

NIST SP 800-100: Chapter 2 Information Security Governance.pdf

NIST SP 800-100: Information Security Governance Frequently Asked Questions.pdf
NIST Glossary Of Key Information Security Terms.pdf

NIST SP 800-100: Acronyms List.pdf

Information Security Terminology.pdf

Data Lifecycle Security.pdf

Information Technology / Information Security Essential Body Of Knowledge.pdf
Information Security Reqgulations And Compliance Management-Video Based.url

REFERENCE

NIST SP 800-100: Information Security Handbook-Guide For Managers.pdf
NIST SP 800-14: Generally Accepted Principles For Securing IT Systems.pdf
CERT-Governing for Enterprise Security Implementation Guide.pdf

Effective Versus In-Effective Security Governance.pdf

FEDERAL AGENCIES SECURITY HANDBOOKS

Health And Human Services Information Security Program Handbook.pdf
Dept. Of Commerce IT Security Program Policy And Minimum Implementation Standards.pdf
Dept. Of Veterans Affairs Information Security Handbook.pdf

USDA Information Security Program Manual.pdf

CMS Policy For The Information Security Program .pdf

Dept. Of Energy IT Security Architecture.pdf

IA POLICY CHARTS

DOD IA Policy Chart / Trusted GIG IA Policy Chart.url

MODULE 2A

FISMA / FEDERAL INFORMATION SECURITY MANAGEMENT ACT

REVIEW

Presentation: FISMA Overview.pdf

Presentation: FISMA Implementation Project.pdf
FISMA Security Controls Overview.pdf

EISMA Steps.pdf

OMBI/NIST Guidance On New FISMA Metrics
OMBI/NIST Release Draft Of New FISMA Metrics.url
OMB-FY2010 Security Metrics.pdf

FISMA Reporting For 2010.url

REFERENCE

EISMA

FISMA Implementation Project.url

Appendix Il to OMB Circular No. A-130: Security of Federal Automated Information Resources.pdf




E-Government Act Of 2002.pdf

FISMA Compliance Vs Security.pdf

FISMA Preparing For A FISMA Audit.pdf

FISMA REPORTING

FISMA FY 2008 Reporting Instructions For FISMA And Agency Privacy Management.pdf
FY 2008 FISMA Reporting FAQ.pdf

FISMA AUDIT REPORTS EXAMPLES

FISMA Audit Report For Dept. Of Homeland Security.pdf
FISMA Audit Report For GSA IT Security Program.pdf
FISMA MANAGEMENT TOOLS

EPA ASSERT FISMA Reporting Software.url (Free)

OpenFISMA.url
OpenFISMA Overview.pdf

MODULE 2B
NATIONAL SECURITY SYSTEMS

DEPARTMENT OF DEFENSE / INTELLIGENCE COMMUNITY AGENCIES

REVIEW
NIST SP 800-59: Guideline For Identifying An Information System As A National Security System.pdf
Committee On National Security Systems/CNSS: Information Assurance Glossary.pdf

REFERENCE
Department Of Defense And Intelligence Com munity Agencies Requlations.url

MODULE 3

NIST SPECIAL PUBLICATIONS

REVIEW

Presentation: NIST Special Publications.pdf
NIST Special Publications.url

NIST Special Publications Mailing List.url
NIST FIPS Publications.url

NIST Draft Publications.url

FIPS-NIST Publications Overview.pdf

MODULE 4

SECURITY CATEGORIZATION
FEDERAL INFORMATION / FEDERAL INFORMATION SYSTEMS

REVIEW
Presentation: Security Categorization Of Information Systems.pdf
FIPS-PUB-199: Standards for Security Categorization of Federal Information and Information Systems.pdf

NIST FAQ: For Security Categorization Standards For Information And Information Systems.url
CNSS 1253: Security Cateqgorization And Control Selection For National Security Systems.pdf
REFERENCE

NIST SP 800-60 Volume 1: Guide For Mapping Types Of Information-Systems To Security Categories.pdf
NIST SP 800-60 Volume 2 : Appendices To Volume 1.pdf

MODULE 5

BASELINE SECURITY CONTROLS
FEDERAL INFORMATION / FEDERAL INFORMATION SYSTEMS

REVIEW
SECURITY CONTROLS
Presentation: Baseline Security Controls.pdf




FISMA Security Controls Overview.pdf

FIPS-200: Minimum Security Requirements for Federal Information and Information Systems.pdf
NIST SP 800-53R3: Recommended Security Controls For Federal Information Systems.pdf

NIST SP 800-53R3: Appendix G: Information Security Program Controls.pdf

NIST SP 800-53R3: Appendix D: Security Controls Summary Listing For L-M-H Baselines.pdf

NIST SP 800-53R3: Appendix F: Security Control Catalog.pdf

NIST SP 800-53: NIST To DCID 6/3 Security Controls Mappings.pdf

NIST SP 800-53: CMS Management, Operational, And Technical Security Controls Overview.pdf
Baseline Security Controls For Classified Information Systems.pdf

OMB-Memo 06-16: Protection Sensitive Information-Removed From/Accessed From Qutside Agency.pdf

REFERENCE

SECURITY CONTROLS DATABASE

NIST SP 800-53: Security Controls Database Application Overview.pdf

NIST SP 800-53: Security Controls Database Application.url

NIST SP 800-53: Security Controls Database Quick Reference Guide.pdf

SECURITY CONTROLS ASSESSMENTS AND CHECKLISTS

NIST SP 800-53A: Presentation On Assessment Procedures-1.pdf

NIST SP 800-53A: Presentation On Assessment Procedures-2.pdf

NIST SP 800-53A: Guide for Assessing the Security Controls in Federal Information Systems.pdf

NIST SP 800-53A: Security Control Assessment Process Chart.pdf

NIST SP 800-53A: Appendix D-- Assessment Method Descriptions.pdf

NIST SP 800-53A: Appendix E-- Assessment Expectations.pdf

NIST SP 800-53A: Appendix F-- Security Control Assessment Procedures.pdf

NIST SP 800-53A: Expanded Security Control Assessment Procedures.url

NIST SP 800-53A: Appendix I-- Security Assessment Reports.pdf

NIST SP 800-53:  Security Controls Assessment Form.pdf

NIST SP 800-53: Minimum Technical Security Configurations For Operating Systems, Oracle Database And Cisco Routers.pdf
NIST SP 800-68: Guide To Securing Windows XP Pro Appendix C-Mapping XP Controls To NIST SP 800-53.pdf
Information Security Program Audit Checklist Based On FIPS200-NIST SP 800-53.pdf

CONSENUS AUDIT GUIDELINES (20 Specific Security Controls That Are Essential For Blocking Known High-Priority Attacks)
Consensus Audit Guidelines No Substitute For FISMA Guidance.url

Consensus Audit Guidelines Overview.url

Consensus Audit Guidelines / Description Of Controls.url

COMMITTEE ON NATIONAL SECURITY SYSTEMS/CNSS

CNSS 1253: Security Categorization And Control Selection For National Security Systems.pdf

Overview of NIST SP 800-53 Rev. 3 and CNSSI 1253.ppt

CNSS Instruction 1253 Security Control Mapping Table.pdf

CNSS Instruction 1253 MappingTo DOD 8500.2.xls

MODULE 6

SECURE CONFIGURATION OF INFORMATION SYSTEMS
HARDWARE / OPERATING SYSTEMS / SOFTWARE APPLICATIONS

REVIEW

Presentation: Secure Configuration Information Systems.pdf

NIST SP 800-123 Guide To General Server Security Overview.pdf

NIST SP 800-44 Guide On Securing Public Web Servers Overview.pdf
NIST SP 800-95 Guide Secure Web Services Overview.pdf

Federal Desktop Core Configuration Training.url

Federal Desktop Core Configuration/FDCC FAQ.pdf

Best Practices For Hardening Host Systems-Video Based.url

REFERENCE

ADMINISTRATOR ACCOUNT SECURITY

Microsoft Administrator Accounts Security Planning Guide.pdf

DESKTOP AND SERVER SECURITY

OMB Memo 07-11: Implementation Of Security Configurations For Microsoft Windows.pdf
SECURE CONFIGURATION CHECKLISTS FOR OPERATING SYSTEMS AND APPLICATIONS
NIST SP 800-123: Guide To General Server Security.pdf




NIST SP 800-70: Overview Checklists Program For IT Products.pdf

Federal Desktop Core Configuration Home Page.url

Federal Desktop Core Configuration Download Page.url

Overview Of NIST SCAP FDCC Scanners For Secure Configuration Verification.url

National Checklist Program Repository.url

NIST Security Configuration Checklists.url

NIST SCAP Security Checklists.url

NIST SP 800-53: Minimum Technical Security Configurations For Operating Systems, Oracle Database And Cisco Routers.pdf
Center For Internet Security Standards.url

DSS DAA Tools.url

DSS Baseline Security Configurations For Windows 2000/XP-Windows Server 2003.pdf
DISA Security Technical Implementation Guides/STIGS.url

DISA Security Checklists.url

NSA Security Configuration Guides.url (Click IA Guidance Link On Left)

MICROSOFT WINDOWS XP / WINDOWS VISTA / WINDOWS 2003 SERVER / WINDOWS 2008 SERVER
Microsoft Security and Compliance Guides.url

Microsoft Security Compliance Management Toolkit.url (Windows XP, Windows Vista, Windows Server 2003)
Microsoft Threats And Countermeasures Security Settings For Windows Server 2003/XP.url
Microsoft Windows XP Security Guide.url

Microsoft Windows Vista Security Guide.url

Microsoft Windows Server 2003 Security Guide.url

Microsoft Windows Server 2008 Security Guide.url

Microsoft Windows Server 2008 Server Core Overview.url

Microsoft Windows Server 2008 Server Core Secure Configuration Option.url

Microsoft Windows Services and Service Accounts Security Planning Guide.url

Microsoft Windows Services.url (Explanations On Which Services Can Be Safely Disabled)
NIST SP 800-68: Guide To Securing Microsoft Windows XP Systems.pdf

NIST Windows Security Baseline Database.url (Under Download Packages)

Microsoft Windows SteadyState.url

Microsoft Windows Steady State: Protecting Public-Shared Access Computers Part 1.pdf
Microsoft Windows Steady State: Protecting Public-Shared Access Computers Part 2.pdf
Faronics Deep Freeze.url

MICROSOFT WINDOWS GROUP POLICY SECURITY

Microsoft Windows Group Policy Security.url

Microsoft Windows Group Policy Inventory Tool.url

Microsoft GPO Accelerator Tool Creates Group Policy Objects For Recommended Security Settings.url
MICROSOFT WINDOWS ACTIVE DIRECTORY SECURITY

Microsoft: Best Practice Guide for Securing Active Directory Installations.url

Microsoft: Securing Active Directory.url

Microsoft: Securing Active Directory Administrative Groups and Accounts.url

Microsoft: 19 Smart Tips for Securing Active Directory.url

Securing Windows 2000 Active Directory Part 1.url

Securing Windows 2000 Active Directory Part 2.url

MICROSOFT OFFICE SECURITY

Microsoft Office 2007 Security Guide.url
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TRUSTED MODULE PLATFORM / TPM CHIP

Trusted Platform Module Chip.pdf

Trusted Computing Group.url

Managing TPM Chip.url

Microsoft TPM Management Console/MMC Snap-In.url
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Windows Server 2008 Hyper-V.url

Microsoft Virtual PC 2007.url

Virtualization And Security Video.url

Third Brigade VM Protection.url (Free--Firewall, IDS, Integrity Monitoring And Log Inspection)
USB PORT SECURITY

USBDeview - View Installed-Previously Connected USB Devices On System.url
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INFORMATION ARCHITECTURE SECURITY

Dept. Of Energy IT Security Architecture.pdf

MODULE 7

INTER-CONNECTING INFORMATION SYSTEMS

REVIEW
Presentation: Inter-Connecting Information Systems.pdf
NIST SP 800-100: Chapter 6 Overview Inter-Connecting Systems.pdf

REFERENCE

NIST SP 800-47: Security Guide For Inter-Connecting IT Systems.pdf
NIST SP 800-47: Inter-Connection Security Agreement.pdf

NIST SP 800-47: Sample Memo of Understanding.pdf

MODULE 8
PRIVACY

PERSONALLY IDENTIFIABLE INFORMATION / PIl PROTECTION
PRIVACY IMPACT ASSESSMENTS / PIA

REVIEW

PRIVACY OVERVIEW

OMB Privacy Memo Summaries.pdf

Presentation: Privacy Rules of Conduct.pdf

DOD Privacy Rules Of Behavior-Acceptable Use Policy.pdf

PRIVACY TRAINING

Presentation: Privacy Act Training 2006.pdf

Presentation: Protecting Pll.pdf
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Sophos Web Application Discovery Tool For Networks.url

Sophos Web Application Discovery Tool For Networks Overview.pdf
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INFORMATION SYSTEMS CONTINGENCY PLANNING

NIST SP 800-34: Contingency Planning Guide For Information Technology Systems.pdf
Information Systems Contingency Plan Template.pdf
Contingency Plan Audit Checklist For High Availability Information Systems.pdf
BUSINESS IMPACT ANALYSIS / DISASTER RECOVERY PLANS
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DEFCON Hacking Conference Media Archives.url
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